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Together on a learning adventure

Acceptable Use Policy

1. Introduction

The Bathampton Primary School Acceptable Use Policy has been written following
the schools’ SWFGL 360-degree online safety self-audit. This policy revises the
content of the previous policy.

2. Aims and objectives
This acceptable use policy is intended to ensure: -

e That staff, pupils, governors and volunteers will be responsible users and stay safe
while using the internet and other communications technologies for educational,
personal and recreational use

e That school ICT systems and users are protected from accidental or deliberate
misuse that could put the security of the systems and users at risk

e That staff are protected from potential risk in their use of ICT in their everyday
work

Visitors are required to read this policy should they wish to use the school WIFI
system or request to use a mobile phone whilst on the school premises

The school will try to ensure that staff, governors and volunteers will have good
access to ICT to enhance their work, to enhance learning opportunities for pupils
learning and will, in return expect pupils, staff, governors and volunteers to agree to
be responsible users.

3. Implementation
This policy will be included in the staff and governor starter documentation.

This policy will be included within information provided when a pupil starts at
Bathampton School. Parents and KS2 pupils are required to sign their agreement to
the Online rules. The policy and its associated rules will be signposted as a reminder
to pupils and parents at the start of each academic year. The policy will be sent out
to pupils when they begin in Key Stage 2 for agreement on the expanded rules to be
followed.

This policy will be available on the school website. The online safety section of the
school website will also spotlight the rules for online use and rules for use of the
online learning platform.
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4. Implications of Covid 19

As the passing of physical documents was discouraged during the Covid-19
pandemic signed agreements have not been processed for pupils who commenced
at Bathampton School between March 2020 and September 2022. All pupils did
however receive a copy of the Acceptable Use (Pupil) Policy which did not require a
signature but still set out the rules which they are required to follow.

5. Schedule for Development / Monitoring / Review

This Acceptable Use policy has been developed following consultation with the
teachers, mid-day supervisors, Wraparound care personnel and pupils.

The school will monitor the impact of the policy by review of online behaviour
throughout the school.

The school will review the policy at least every year taking into account
developments and guidance from professional bodies such as Childnet.

6. Scope of the Policy

This policy applies to all members of the school (including staff, governors, pupils,
parents / carers and any visitors) who have access to and are users of school ICT
systems, both in and out of the school.
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Staff, Governor and Visitor

Acceptable Use Agreement

ICT (including data) and the related technologies such as e-mail, the internet and
mobile devices are an expected part of our daily working life in school. This policy is
designed to ensure that all staff and governors are aware of their professional
responsibilities when using any form of ICT. All staff and governors are expected to
sign this policy and adhere to its contents. Any concerns or clarification should be
discussed with the Head teacher.

e | will only use the school’s email / Internet / Intranet / Learning Platform and any
related technologies for professional purposes or for uses deemed acceptable by
the Head or Governing Body

e | will comply with the ICT system security and not disclose any passwords provided
to me by the school or other related authorities

e | will ensure that all electronic communications with pupils or parents and staff are
compatible with my professional role in line with the Social Media and Networking
Policy

¢ | will not give out my own personal details, such as mobile phone number, personal
e-mail address, personal Twitter account, or any other social media link, to pupils
or parents - | will only use the approved, secure e-mail system(s) for any school
business

e | will ensure that personal data is kept secure and is used appropriately, whether
in school, taken off the school premises or accessed remotely. Personal data can
only be taken out of school or accessed remotely when authorised by the Head or
Governing Body. Personal or sensitive data taken off site must be encrypted, e.g.
on a password secured laptop

e | will not install any hardware or software without permission of the head teacher

e | will not browse, download, upload or distribute any material that could be
considered offensive, illegal or discriminatory

e Images of pupils and/ or staff will only be taken, stored and used for professional
purposes in line with school Use of Mobile Devices policy and with written consent
of the parent, carer or staff member

e Images will not be distributed outside the school network without the permission
of the parent/ carer, member of staff or Head teacher

e | will support the school approach to online safety and not upload or add any
images, video, sounds or text linked to or associated with the school or its
community

e | understand that all my use of the Internet and other related technologies can be
monitored and logged and can be made available, on request, to the Headteacher

e | will respect copyright and intellectual property rights
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e | will ensure that my online activity, both in school and outside school, will not
bring the school, my professional reputation, or that of others, into disrepute

e | will support and promote the school’s Online Safety policy and help pupils to be
safe and responsible in their use of ICT and related technologies

e | will follow the school’s policies on Safeguarding and Child protection,
Whistleblowing, Social Media and Networking Policy, and Mobile Devices Policy.
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Acceptable Use Agreement

Staff/Governor/Visitor User Signature

| agree to follow the Acceptable Use Agreement (July 2022) and any subsequent
updates and to support the safe and secure use of ICT throughout the school.

Signature .......ccooiiiiiii Date ...

FUILNGME .o (printed)

JOD it o
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e-Safety/Online safety rules for EYFS and KS1 Pupils
(Reception - Year 2)

| want to feel safe all the time. So, | will: -

e always keep my passwords a secret
e only open pages which my teacher has said are OK
e only work on the computer/device with people | know in real life

e tell my teacher/parent/carer if anything makes me feel scared or uncomfortable on

the internet
e make sure all messages | send are polite
e show my teacher/parent/carer if | get a nasty message
e not reply to any nasty message or anything which makes me feel uncomfortable
e not give my mobile phone number to anyone who is not a friend in real life
e only message or email people | know or if my teacher/parent/carer agrees
e talk to my teacher/parent/carer before using anything on the internet

e not tell people about myself online (I will not tell them my name, anything about

my home and family and pets)
e not upload photographs of myself without asking a teacher/parent/carer
e never agree to meet a stranger

e not bring my own computer, I-pad, phone or smart watch into school without

permission from the teacher
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e-Safety/Online safety rules for KS2 Pupils (Years 3-6)

| want to feel safe all the time. So: -

| will only use school IT equipment for activities agreed by school staff
| will not use my personal email address or other personal accounts in school

| will not sign up for any online service on school devices unless this is an agreed
part of a school project approved by my teacher and agreed by my parent/carer
(even if it is free)

| will only open email attachments if this has been approved by a member of
school staff in school or a parent/carer out of school

In school | will only open or delete my files when told by a member of staff

| will not tell anyone, other than my parents/carers, my passwords. | will not use
other people’s usernames or passwords to pretend to be them online

| will make sure that all online contact | make is responsible, polite and sensible.
| will always be kind and respectful

If | come across anything upsetting, unpleasant or nasty, or anything that makes
me feel unsafe, | will tell my teacher or my parent/carer immediately

If someone says, asks or posts about me anything upsetting, unpleasant or
nasty, or anything that makes me feel unsafe, | will not reply. I will tell my
teacher or my parent/carer immediately

| will not give out my own or other people’s personal information, including
name, phone number, home address, interests, schools or clubs. | will tell my
teacher or parent/carer if anyone asks me online for personal information

Uploading or sending my image (photographs, videos, live streaming) online
puts me at risk. | will always seek permission from my teacher or parent/carer if
| wish to do this. | will not take, share or upload any image of anyone else
without their permission and, if they are a child, without their parent’s/carer’s
permission

Even if | have permission, | will not upload any images, videos, sounds or words
that could upset, now or in the future, any member of the school community, as
this is cyberbullying

| understand that some people on the internet are not who they say they are, and
some people are not safe to be in contact with. | will not arrange to meet someone
| only know on the internet. If someone asks to meet me, | will not reply to them
and | will tell a teacher or a parent/carer immediately
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| understand that everything | do or receive online can be traced now and in the
future. | know it is important to build a good online reputation

If | have a mobile phone, a smart watch or any other device with online capability,
| will hand it in to a member of staff at the start of the day. | will only bring my
tablet, laptop, or other personal devices into class if | have permission from my
teacher

I will not assume that new devices can be brought into school without getting
permission

| will not lie about my age in order to access games, apps or social networks that
are for older people as this will put me at risk

| understand that these rules are designed to keep me safe now and in the future.
If | break the rules my teachers will investigate it and may need to take action

Acceptable Use
July 2022
9



Online Learning Platform (TEAMS) rules

Use TEAMS sensibly - be kind and respectful and report anything that is
impolite to your parents, teacher or Headteacher

Only upload content (e.g. video, photographs and voice overs) that your
parents have agreed to

Only share your login details with your parents/carers

When participating in live lessons, ensure that you are in a suitable room/area
of your house (i.e. not a bedroom), that you are dressed appropriately and
that there is adult supervision

When participating in live lessons, do not use the chat function unless you
have technical issues or are instructed to by your teacher

If possible, please turn your camera on as this provides feedback to the
teacher and will aid your learning
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Together on a learning adventure

Dear Parent/Carer,

The internet, email, mobile technologies and online resources have become
important parts of learning and life. We want all children to be safe and
responsible when using any online technology. It is essential that children are
aware of online risk, know how to stay safe and know where to go to report
problems or to get help.

Please read through the KS1 and/or KS2 e-Safety/Online safety rules and the Online
Learning Platform rules with your child/ren and talk about them together to ensure
they understand their importance and what it means for them and for you. When
you have done this, you need to sign this agreement to say that you and your
child/children agree to follow all the rules. Any concerns or explanation can be
discussed with the class teacher.

Please return the signed sections of this document which will be kept on record at
the school.
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Online Acceptable Use Agreement

KS2 Pupil agreement

Pupil name..........oooii s Year ..coevevuiennnenn.
| have discussed the e-Safety/Online safety rules and Online Learning Platform rules
with my parents/carers and understand what they mean for me. | understand the

commitment | have made and my responsibility to help keep myself and others safe
while using any online platform.

PUpil SIgnature. ... ...

Parent(s)/Carer(s) agreement (for KS1 and / or KS2)

Parent(s)/Carer(S) NAME(S).....ouuiu e e e e

I/we have discussed the KS1/KS2 e-Safety/Online safety rules, which highlight the
associated risks when accessing the internet and mobile and digital technologies,
with our child/children. |/We have discussed the Online Learning Platform rules.
I/we agree to support them in following all the rules.

I/we also agree not to share school related information or images online or to post
material that may bring the school or any individual within it into disrepute.

Rather than posting negative material online or on any messaging app, any parent,
distressed or concerned about an aspect of school should make immediate contact
with a member of staff. Negative postings about the school would impact on the
reputation of the whole school community. Parents are encouraged to report
breaches so that we can protect the reputation of the school, staff, pupils and
parents.

I/we understand that under no circumstance should images be taken at any time on
school premises, or while on a school trip, of anyone other than our own
child/children, unless there is a pre-specified agreement. |/we understand that when
on school premises, or on a school trip, phones must be switched off and out of
sight.

Parent(s)/Carer(s) agreement
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